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Detecting Concurrency Memory Corruption Vulnerabilities
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€ Concurrency bugs vs Concurrency Vulnerabilities
» Concurrency Bugs: Execution Correctness

* The result may be not harmful

» Concurrency Vulnerability: Harmful Consequence

Concurrency Bugs

Concurrency Vulnerabilities
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- Exchangeable Events
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€ Definition of exchangeable events
<e,, ,> IS a pair of Exchangeable events if
» With a short distance d = D(e,, e,) Thread ¢, Thread ¢,
» Athird evente, as

an evidence to

€ Root Cause of Concurrency Vulnerabilities
Non-determinism of multithread execution
» Some events can be executed In different orders
across executions;
» Unexpected orders can cause vulnerabilities.
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[ Static analysis 1
| (e.q., identify pointers)

access/free

deref/write

Detect vulnerability
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Vulnerability
patterns

€ Layer 1: Instrumented Execution
» Instrument both Memory Events and Synchronization Events.
» Add static analysis to reduce the number of events tracked.

€ Layer 2: Events Tracking:
Track and update the states of Memory and Thread.

€ Layer 3: Vulnerability Detection

Convul detects concurrency vulnerabilities in two parts:

» Part 1: Determi
» Part 2: Judge w

ne the suspicious events involved into vulnerabilities
nether they are exchangeable events.
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€ Comparisons
» Data Race Detectors:

FastTrack (FT, PLDI’09), Helgrind (Hel), ThreadSanitizer (Tsan)
» Concurrent UAF/NPD: UFO (ICSE’18)

€ On 10 known CVEs

\_

Detection Results

CVEID Category rrogram ConVur) ( FT HEL TSan) [ UFO UFONP];
cve-2009-3547 NPD Linux-2.6.32-rc6 v v v v - v
cve-2011-2183 NPD Linux-2.6.39-3 X X X X X
cve-2013-1792 NPD Linux-3.8.3 v X X X - X
cve-2015-7550 NPD Linux-4.3.4 v X X X - v
cve-2016-1972 UAF Firefox-45.0 v X X (%) X (%) X -
cve-2016-1973 UAF Firefox-45.0 v X X X X -
cve-2016-7911 NPD Linux-4.6.6 v X () X (%) X (%) - X
cve-2016-9806 DF Linux-4.6.3 v X (%) X X (%) -
cve-2017-6346 UAF (DF) Linux-4.9.13 v X () X (%) X () X -
cve-2017-15265 UAF Linux-4.13.8 v X X v v -
Total 9 1 1 2 1 2
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& Benchmarks

» On existing 10 CVEs (i.e., known vulnerabilities)
* From Linux kernel,

» On the latest MySQL ¢

e SLOC: 2,244 927 :

~1refox

atabase servers (detect zero-day vulnerabilities)

- 933 test cases (built-in) Detected: 6
Confirmed: 4
4 On MySQL
Detected by Others?
Bug ID Category Status FT HelL TSAN UFO

MySQL-88311 UAF  (Confirmed)| X X X X
MySQL-88911 NPD Submitted X X X -
MySQL-88914 NPD Submitted X X X
MySQL-91448 NPD Confirmed || v X v
MySQL-91449 NPD Confirmed || X X X
MySQL-91896 NPD \Confirmed ) | X X X -

Total 0 | 1 0

Others: Only detected 1.
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