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) . emalloc Prog. Crashes # of Tnst Crash Point Crash  Ref Prog. Crashes 4 of Inst Crash Point Crash  Ref
2010-0249 | 8.0 KB978207 2014-8142 | 54.34 | 5435 o free - shro Object  Offset o sk Sh R0 Object  Offset
2010-3971 1 8.0 KB2482017 PHP 1 addref 2010-0248 7,427,149 h [eax+0x2c] UAF  0x10
_ . ZVa _a re _p - 5 5 push |eax+UXZcC X ) i
gg} é ﬁgg g.g gggggggg ?Eadmé; ) 2015-0231 | 5.4.36 | 5.4.37 sval delref p 2010.0240 12474361 oy eax. [eox] UAF x40 PP 2014-8142 9740711 mov edx, _ed1+0x8] FF  0x8
_ _ ernel32.p (k)mglloc = 2010-3971 18,694,213  cmp [ecx+0x18], Ox1 UAF - 20150231 9,755,428 mov eax, [eax+0x48] FF 0x8
2012-4787 | 9.0 KB2761465 2016-1828 | 2782.40 | 3247.1 2011-1260 11,522,711  mov edx, [eax+0x70] ~ MUAF  0x40 :
2012-4792 | 8.0 KB2799329 | RtlAllocateHeap libkern (k) free 2012-1875 17,823,049  call edx UAF  Ox4 libkern 2016-1828 2,705,357  mov eax, [eax] UAF (x4
2012-4969 8.0 KB2744842 | RtlReAllocateHeap 0SObject::retain 2012-4787 6,332,201 call [ecx+0x18] UAF  0x4 ) -
2013.0025 | 80 KB2792100 | RelFrecHoap 2016-4656 | 3248.60 | 3789.21 0S0bject : release 20124792 15.641.500  call [eax+0xde] UAF o 2016-4656 12,474,361 mov eax, ecx] UAF (x4
- 2013-1306 | 9.0 KB2829530 | KiUserException 2019: ggggggg nggg? mov eax [[edﬂ 070 NIIJI?EF 8on 38588-01 70,549,942 mov eax, [eax+0x64]  UAF  (0x10
- , , mov edx, [eax+0x X:
2013-1347 | 8.0 KB2847204 | (ntdll.pdb) 38588-01 | 3.8 2ee879 0131300 84579652 ol o UAF  oxd 3858802 70562493 test [ecx+0x75), 0xI  UAF  0x10
X19383 | 80 | KE2879017 838802 | 38| 2ecBTD T it 4608 allek UAE O WS 04319 movew femei6d]  UAF  OxI0
gg}g'gggg 28 Eggg;gg}; CTreeNode:: 38588-03 3.8 2ee879 pymalloc alloc 2013-3163 13,869,856 call edx UAF 0x4 386 0-0 T Y ! A A
- . AddRef ) B 2013-3893 11,305,996  call [ecx MUAF  0x40 10-01 T1.159.071  cmp [eax+0x44]. 0x0 UAF  (0x10
8610-01 : 296d4 1loc f lecx] 19, ,
2014-0282 8.0 KB2969262 | Release Python 382 lg 02 g g 232 d 42 py;,na I;EEEFree 2013-3897 11,941,540  call [eax] UAF  0x4 Python P |
2014-1776 8.0 KB2965111 | CBase:: 38610_03 3'8 206445 —PY—DECREF 2014-0282 8,294,655  call [eax+0x1c8] UAF  0x4 38610-02 11,066,490 test [ecx+0x73], 0x2 UAF  (x10
2014-1815 | 8.0 KB2962482 | PrivateAddRef ] ' Y- 2014-1776 29,679,527 cmp [ecx+0x184], 0x0  MUAF  0x4 38610-03 70921473 cmp [eax+0xd4], 00  UAF  0x10
) . 2020: 2014-1815 11,902,417  call [eax+0x9c] UAF  0x4 e ’
2015-2425 11.0 KB3076321 PrivateRelease )
) 39421-01 3.8 993811 20152425 32,374,980  jmp eax - - 30421-01 70437139 test [ecx+0x75], OxI UAF  0x10
2017-11810 | 11.0 KB4040685 | (mshtml.pdb) 30453.0] i 01711810 14820690  mow al. [esit0X3) -7
2018-8174 | 11.0 KB4103712 - - 3cS7ca 20188174 17.597.824  call [eox+Ox8] UAF  Oxd 39453-01 70,645,124 mov eax, [eax+0x04]  UAF  0x10




