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学术论文

Database Management Systems Suffer from Logic Bugs

Existing Approaches Focus on Detecting SELECT-related Logic Bugs

Differential Query Execution (DQE)

Obtain the Accessed Rows for Each Statement

Database Management Systems (DBMSs) are widely used to store, retrieve and manipulate data
Incorrect implementations of DBMSs can cause logic bugs
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Existing approaches either detect crash bugs or detect logic bugs in SELECT statements
These approaches cannot detect logic bugs in UPDATE/DELETE statements

SQLsmith

Random statements

SQLsmith lacks test oracles to detect logic bugs

SELECT * FROM τ

Such metamorphic property does not exist in UPDATE/DELETE statements

We observe that SQL statements utilize predicates to specify which rows to manipulate
We propose DQE to detect logic bugs in SELECT, UPDATE and DELETE statements
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How to obtain the 
accessed rows for 
each statement?

SELECT c1, c2 FROM t1 WHERE c2 > 0

UPDATE t1 SET  c2 = 1  WHERE  c2 > 0

DELETE     FROM     t1   WHERE c2 > 0
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Column rowId is used to uniquely identify each row

Column updated is used to mark which rows are updated 

DBMS DB-Engines Ranking GitHub Stars Type Submitted Confirmed Fixed Duplicate Not a bug
MySQL 2 9.0K Traditional 7 1 1 0 6
SQLite 9 3.9K Embedded 1 1 0 0 0
MariaDB 13 4.9K Traditional 4 2 0 0 0
CockroachDB 60 26.9K NewSQL 1 0 0 1 0
TiDB 107 34.4K NewSQL 37 37 10 0 0

Total 50 41 11 1 6
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