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Differentially Testing Database Transactions for Fun and Profit
The 37th IEEE/ACM International Conference on Automated Software Engineering (ASE 22)
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Transaction

[0 DBMSs utilize transactions to ensure data
consistency and integrity

BEGIN;

UPDATE account
SET balance = balance - 100
WHERE name = “Alice”’;

UPDATE account

@
S SET balance = balance + 100
Bob WHERE name = “Bob”;

COMMIT;

DT?Z Overview
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Bug Results

O DT? has detected 16 unique bugs, including
6 unknown bugs

Confirmed False
DBMS Total : Unconfirmed g
Unknown Duplicate Positive
MySQL 4 0 2 0 2
MariaDB 7 4 1 2 0
TiDB 5 2 3 0 0
Total 16 6 6 2 2
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Transaction Bug

[0 Buggy transaction implementations can
cause transaction bugs

[0 Transaction bugs cause incorrect database
states and query results

Init

tx1 3 tx2
BEGIN; BEGIN;
s~ UPDATE tSET ¢ = 5; DELETE FROM t WHERE TRUE; g ERROR deadlock
/ (tx2 rolls back)
INSERT INTO t(c) VALUES (2):,, INSERT INTO t(c) VALUES (1);
> °  COMMIT; ROLLBACK; c
2 Expected Database State Actual Database State 2
1
5 5
7 ) {Unexpected rollback]
1

https://jira.mariadb.org/browse/MDEV-27922

Discrepancy Classification

[0 Investigate whether it is a bug or a
compatibility issue

no submit =%  confirm
— | ® »g =
UPDATE
CoMmIT — potential developer bug
discrepant specified by bug
test case document?
B_  yes . feature
development compatibility
document issue

Compatibility Issue Results

0 DT? has detected 92 unique compatibility
issues, including 88 transaction-related
compatibility issues

Transaction Related Transaction
Unrelated
MySQL - MariaDB 10 0 0 4 4 2
MySQL - TiDB 39 - 11 28 - 0
MariaDB - TiDB 43 - 11 30 - 2
Total 92 0 22 62 4 4

Inconsistent Lock Mechanisms (78/88) Inconsistent Snapshot Creation (6/88)

CLock rows at Repeatable Read
> TiDB: if WHERE condition’s evaluated value is true

» MySQL and MariaDB: no matter WHERE condition’s
evaluated value
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BEGIN; BEGIN BEGIN: BEGIN
‘ ‘Oboater ) ] UrbATEL (@

UPDATE t | = | UPDATE t | |
S N SoTels | SETel=1c2 =1 (SETcl=3 " plock

! /\WHERE c2; ,' ’ /  WHERE c2; ,'
COMMIT: > COMMIT; COMMIT; CéMMIT
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[ICreate snapshot at Repeatable Read
> TiDB: at the BEGIN statement
» MySQL and MariaDB: at the first SELECT statement
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Transaction spec1f1cat10n

can alleviate compatibility

ISssues.
tx2: BEGIN; - /
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tx2: DELETE FROM t WHERE cl1 =1;  TipB: SELECT

tx2: COMMIT;
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tx1: COMMIT;
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