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*Camera-based perception testing: generate perturbations or
patches to mislead deep learning-based camera models

*LiDAR-based perception testing: generate 3D adversarial point
clouds to attack LiDAR-based perception models

*MSF-based perception testing: synthesize real-world data and
seek to insert objects into scenarios to uncover perception errors
in MSF-based modules, evaluating the perception accuracy under
challenging scenarios

» Testing the Effects of Perception Errors or Sensor Faults on ADSs.
«Different LiDAR spoofing attack patterns from previous studies
to assess their impact beyond the perception stage and analyze
their influence on the decision-making of ADSs
*Inject camera faults into the perception and planning model and
test its planned trajectory output to find safety violations
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faults in real-world traffic. The diverse and complex nature of traffic
makes it difficult to comprehensively capture the unpredictable
conditions affecting cameras and LiDAR on AVs.

Physical Experiments
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violations of ADS indeed arise from injected sensor faults.




