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Background
Multi-Sensor Fusion (MSF) based Autonomous Driving System (ADS)

Core Components of Camera Core Components of LiDAR

•Cameras capture high-resolution visual data, providing contextual
information such as color, surface conditions.

•LiDAR uses laser beams to measure distances and generate high-
precision 3D point clouds of the traffic environment, highly effective
in accurately identifying the position and shape of objects.

Research Gap
Test the System-level Fault Tolerance of MSF-based Industrial ADSs

ØGenerate adversarial examples or corner cases for the perception
models to identify their errors in scenario understanding.
•Camera-based perception testing: generate perturbations or
patches to mislead deep learning-based camera models

•LiDAR-based perception testing: generate 3D adversarial point
clouds to attack LiDAR-based perception models

•MSF-based perception testing: synthesize real-world data and
seek to insert objects into scenarios to uncover perception errors
in MSF-based modules, evaluating the perception accuracy under
challenging scenarios

Ø Testing the Effects of Perception Errors or Sensor Faults on ADSs.
•Different LiDAR spoofing attack patterns from previous studies
to assess their impact beyond the perception stage and analyze
their influence on the decision-making of ADSs

• Inject camera faults into the perception and planning model and
test its planned trajectory output to find safety violations

These approaches do not assess how perception errors propa-
gate to subsequent modules or impact overall behavior of ADS.

Only targets camera-based ADS, disregarding the role of 
LiDAR and MSF in mitigating camera faults for ADSs

They do not verify whether the identified safety violations are 
genuinely caused by injected faults

The first to test system-level fault tolerance of MSF-based ADSs,
identifying behavioral safety violations caused by sensor faults

Challenges

•How to systematically and comprehensively model the sensor
faults in real-world traffic. The diverse and complex nature of traffic
makes it difficult to comprehensively capture the unpredictable
conditions affecting cameras and LiDAR on AVs.

•How to identify system-level safety violations caused by injected
sensor faults. As the ADS is a highly coupled multi-component deep
learning system, it is non-trivial to guarantee the discovered safety
violations of ADS indeed arise from injected sensor faults.

Sensor Fault Models
Camera Fault Models
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LiDAR Fault Models

Co
m

po
ne

nt
 

da
m

ag
e

Co
m

po
ne

nt
 

un
da

m
ag

e

Differential Fuzzer for Fault Tolerance Testing of ADSs

Experimental Results

Physical Experiments

Simulation Testing

White Balance Shift Beam Loss


