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背景 Background
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近年来，深度学习技术依赖的人工智能框架安全性日益受到关注。作为检测人
工智能框架安全性的关键技术，当前的模糊测试方法存在适用对象局限性、缺
乏针对复杂API序列的测试以及大模型训练知识滞后等问题，难以满足开源人工
智能框架的安全性检测需求。

动机 Motivation

PyTorch和TensorFlow等传统人工智能框
架包含大量历史漏洞信息，这些历史漏
洞大多来自真实场景，覆盖了复杂的API
序列。在苹果MLX、华为MindSpore以及
一流OneFlow等新型框架的文档中明确指
出这些新型框架的设计大多受传统框架
启发。因此，通过研究团队进行实证研
究表明，传统框架的漏洞可能在新型框
架上仍然存在或以类似形式存在，故而
可以用于新型框架的测试用例生成。

学术论文

import torch
x = torch.ones(2)
y = torch.sin(x)
y = torch.arcsin(y)  # inverse operations, gives [1.0000, 1.0000]
y = torch.arccos(y)
print(y) # gives [0.0003, 0.0003]

x1 = x.clone().cuda()
y1 = torch.sin(x1)
y1 = torch.arcsin(y1) # gives [1.0000, 1.0000]
y1 = torch.arccos(y1)
print(y1) # gives [nan, nan]

(a) PyTorch Bug 
import mlx.core as mx
x = mx.ones(2)
y = mx.sin(x)
y = mx.arcsin(y)  # inverse operations, gives [1, 1]
y = mx.arccos(y)
print(mx.default_device(),y) # gives [nan, nan]

mx.set_default_device(mx.cpu)
y1 = mx.sin(x)
y1 = mx.arcsin(y1) # gives [1, 1]
y1 = mx.arccos(y1)
print(mx.default_device(),y1) # gives [0, 0]

(b) MLX Bug 

from mindspore import set_context
set_context(device_target="CPU")
x = mindspore.ops.ones(2)
y = mindspore.ops.sin(x)# gives [1, 1]
y = mindspore.ops.arcsin(y) 
y = mindspore.ops.arccos(y)
print(y)  # gives [0.00034527 0.00034527]
set_context(device_target="GPU")
y1 = ops.sin(x)
y1 = ops.arcsin(y1) # gives [1, 1]
y1 = ops.arccos(y1)
print(y1) # gives [nan nan] should be [0,0]

(c) MindSpore Bug 
import oneflow as flow
x = flow.ones(2,device='cuda')
y = flow.sin(x)
y = flow.arcsin(y)  # gives [1.0000, 1.0000]
y = flow.arccos(y)
print(y.device,y)  # gives [nan, nan]

x = x.cpu()
y1 = flow.sin(x)
y1 = flow.arcsin(y1) # gives [1.0000, 1.0000]
y1 = flow.arccos(y1)
print(y1.device,y1) # gives [0.0003, 0.0003] should be [0,0]

(d) OneFlow Bug 

PyTorch某漏洞在MLX, MindSpore, OneFlow仍存在

方法 Methodology
针对上述需求和动机，研究团
队创新性地提出了面向开源人
工智能框架的模糊测试方法
FUTURE。该方法利用新型开
源AI框架的文档说明与代码示
例构建微调数据集，然后通过
LoRA技术实现对大语言模型
的微调，并利用微调后模型构
建框架间的代码映射关系，将
PyTorch、TensorFlow等传统开
源框架中的大量历史漏洞转换
为新型开源框架的测试用例，
通过差分测试运行测试用例并
捕捉其中的异常行为，从而实
现对开源人工智能框架安全性
的有效检测。

API Documentation Code Example

Code Conversion Dataset

Fine-tuned CodeLlama Seed Codes for Target Libraries 

2. Fine-tuning and Seed Code Generation 3. Test Oracle

Github Issues of Source Libraries

Label-specific Spider

Historical Bug Codes of Source Libraries

1. Historical Bug Collection

issue titleUnstable results in sin/arcsin/arccos calls #87172

Describe the bug

import torch
x = torch.ones(2)
y = torch.sin(x)
y = torch.arcsin(y)  # output: [1.0000, 1.0000]
y = torch.arccos(y)
print(y) # output: [0.0003, 0.0003]

x1 = x.clone().cuda()
y1 = torch.sin(x1)
y1 = torch.arcsin(y1) # output: [1.0000, 1.0000]
y1 = torch.arccos(y1)
print(y1) # output: [nan, nan]

bug description

code to 
reproduce bug

crawl github issues

extract codes that 
reproduce bugs 

import torch
x = torch.ones(2)
y = torch.sin(x)
y = torch.arcsin(y)  # output: [1.0000, 1.0000]
y = torch.arccos(y)
print(y) # output: [0.0003, 0.0003]

x1 = x.clone().cuda()
y1 = torch.sin(x1)
y1 = torch.arcsin(y1) # output: [1.0000, 1.0000]
y1 = torch.arccos(y1)
print(y1) # output: [nan, nan]

extract information  

generate code pairs using 
LLM and mutate API inputs

Target Libraries

Source Library — Target Library Code Pairs

# Srccode
import torch
a = torch.tensor([1, float('nan'), 3])
abs_a = torch.abs(a)
print('PyTorch:', abs_a)

{"seed": "import torch\n … abs_a = 
torch.abs(a) … print('PyTorch:', abs_a)"
 "problem": "Convert this code to code 
that uses the MLX framework"
 "solution": "import mlx.core as mx\n … 
abs_a =mx.abs(a)…print('MLX:', abs_a)"}

construct datasets in json 
format for fine-tunning

fine-tune CodeLlama

import mlx.core as mx
x = mx.ones(2)
y = mx.sin(x)
y = mx.arcsin(y)  # output: [1, 1]
y = mx.arccos(y)
print(y) # output: [nan, nan]

mx.set_default_device(mx.cpu)
y1 = mx.sin(x)
y1 = mx.arcsin(y1) # output: [1, 1]
y1 = mx.arccos(y1)
print(y1) # output: [0, 0]

Differential Testing

execute seed codes

provide historical 
bug information

bug

Nans and Infs

edge cases

crash

error checking

Bug-related Issue Labels

{"INSTRUCTION": "Generate code that 
calls the 'mlx.core.abs' API"
 "RESPONSE": "import mlx.core as mx\n 
… abs_a =mx.abs(a)…print('MLX:', 
abs_a)"}

Code Generation Dataset

code conversion and 
code generation

Error messages

Nan and Inf cases

# Tarcode
import mlx.core as mx
a = mx.array([1,  float('nan'), 3])
abs_a = mx.abs(a)
print('MLX:', abs_a)

unveil bugs of target libraries and 
extract bug-prone inputs

Source Libraries

unveil bugs of source libraries 

Potential Bugs

Inconsistencies ?

Crash Bugs ?

Source libraries Target libraries

mlx.core.abs
abs ( a :  array,  ……) → array

       Element-wise absolute value.
       Parameters:
       a (array) – Input array.

Bug-Prone API Inputs

test on source libraries

Prospective DL libraries

FUTURE框架图

API name: mlx.core.abs

Code Conversion Dataset

{"INSTRUCTION": "Generate code 
that calls the 'mlx.core.abs' API"
 "RESPONSE": "import mlx.core as 
mx\n … abs_a 
=mx.abs(a)…print('MLX:', abs_a)"}

Code Generation Dataset

{"seed": "import torch\n … abs_a = 
torch.abs(a) … print('PyTorch:', abs_a)"
 "problem": "Convert this code to code 
that uses the MLX framework"
 "solution": "import mlx.core as mx\n 
… abs_a =mx.abs(a)…print('MLX:', 
abs_a)"}

Fine-tuned
CodeLlama

Source library-Target library 
Code Pairs

# Target library
import mlx.core as mx
a = mx.array([1,  float('nan'), 3])
abs_a = mx.abs(a)
print('MLX:', abs_a)

Prompt Template

# Specify the Task
You are a code libraries converter and generator, I'll give 
you the API documentation and code examples of 
mlx.core.abs . Your task is to provide me code pairs using 
this API and its equivalent implementations in PyTorch and 
TensorFlow. When constructing API inputs, consider  ……

# API Documentation 
mlx.core.abs
abs(a: array, /, *, stream: None | Stream | Device = None) → array
Element-wise absolute value.
……

# Code Examples 
import mlx.core as mx
a = mx.array( [ 1, -2, 3 ] )
abs_a = mx.abs(a)
print('MLX: ' , abs_a)

①

②

③

# Source library
import torch
a = torch.tensor([1, float('nan'), 3])
abs_a = torch.abs(a)
print('PyTorch:', abs_a)

Nan and Inf cases

Target Library 
Infomation Extraction

Prompt Construction Code Pairs Generation 
and Mutation

Fine-tuningDataset Construction

API Documentation

Code Examples

# Target library
import mlx.core as mx
a = mx.array([1,  float('nan'), 3])
abs_a = mx.abs(a)
print('MLX:', abs_a)

# Source library
import torch
a = torch.tensor([1, float('nan'), 3])
abs_a = torch.abs(a)
print('PyTorch:', abs_a)

Verified Code Pairs

Equivalence 
Evaluation

API Info Triplet

Now I have 
capabilities to 
implement code 
conversion 
between libraries 
and code 
generation for 
target libraries!

数据集构建与大模型微调过程

实验结果 Experiment Results
FUTURE在开源人工智能框架MindSpore、MLX、
OneFlow、PyTorch进行了测试。结果显示，FUTURE
累计发现新缺陷155个，其中10个缺陷获得CVE编号
和4个缺陷获得CNVD编号。此外，该方法还发现了
20个可优化问题与12个文档问题。该论文获得ICSE 
2025杰出论文奖Distinguished Paper Award。
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