[zl
)

g e e i =
2 e e E

OptionKFuzz: Fuzzing SMT Solvers with Optimized
Option Exploration via Large Language Models

W, RAUIE, WA, AL, F R, A

pengyuhao2023(@iscas.ac.cn
41th International Conference on Software Maintenance and Evolution (ICSME 2025)

Background

o TR, RTINSO SMT R Mg a5 B S FR N T KRESS ). P81, X LB 118 5 £5 T SMT R A 2% Y
NITE], PSRN AR @M 1, 2% 7 SMTRAEES FEEC B 2R, Bs 7 REAERE, JoiEX
SMT 3R fig 2 HEAT 2 Th B

o« FENIAH G SFEAAGEE, FmARELBEAN, FERIEECEER . Hh, BEGeR (PR EKFD X LLiE
ARG TR, e iR R A AR iR B OB, i oA TSRS B IO, BRAT A g T [A] )
MRk Re R E AU E SR, Flan, FLEHEG S CsZ, M —Len] ge s =i RN .

Methodology

Wit T A BABIE T4 1 — b3k 1 R A4 5 A A B SMT SR 2 O A 2OptionFuzz . 715 B 6@ L LLM 3 #TZ3,

CVC5’%—%EI\2ﬁf’E%%El‘J§7?JzEIﬁIﬁ 1 AR EIA PR KSR &R, I 1‘@3@*@@9‘%3%%%%5?%;& H&. FEa,

AMA R RE R EE R R EIA S, TS LIMAE RERC HISMT-LIB2KRAE &~ 2o FIXTELER R IE, wil&T

UCBRIVAR 73 | ZRAE NS, shatiAbilam A . mw/a, @20 A 2wl gt a5 R/RA—25) Wik

R AR B IR

___________ You are an expert in SMT (Satisfiability Modulo Theories) solvers. | | — __ |
i || Ghros st of gk, deiaic s purvi v | | |rciarn Eﬂmﬂ;ﬂgm RO | =
based on their descriptions, The possible relationships are; | preon s Type: ool ' ; . = P;um 1 r
Conflict: The options cannot be used together, : mrt e nwi.mhum ' @ - generation 1 ’
Foo T 7 Dependency: The options must be used together, 5 ii »
s A imilar: The options can be substituted for each other. | S W B
: - W. - _: ‘?rrrl:nl};: Ti npﬁﬂm:} ngtﬂﬂfnf:n:':jeich mt];rzlm:l can be used l - 3’@ Generation LLM
ndependently. ' Identification LLM | T
For gﬂch pair ﬂf npti-nn.'-:: prm.r'ide v our ﬂj'lﬂf_‘g.-'.'-'.i.'i. in_ﬂie followmg format: I Zero-shotlearning | T80 00 0 :
:- - m- i : ?Et;?;i;il?ﬂ?;tfiiﬁmﬂm&F-ern:lenqufﬂlm|melnefﬂﬂnc}] . — J, = | ,L - . :
: - W_ _: Important note: Identify all four relattonship types, but in vour final output, gﬁ;ﬂ:ﬂﬂmmm}m} 3,'1':':-";..",'&’;5 Eﬁﬂm i . Option cmmm
classify "Similar" and "Irrelevancy” relationships as "Conflict", Only use B W | S
"Conflict" or "Dependency" i vour final classification. G c““ﬁ‘r‘“ “:": " NP AL e | ‘ ; wm
| v 2 T L ]
__________ H-E.EE are the options to E.HEII}-IE.: | | | ﬁ:ﬁlr; e fﬁﬁmm: coin) . @ 0 @
W W sy mapriivgeia e s B, ¥ ]
Please analvze the relationships between all possible pairs of these options, : OROO ...... J ________________________,,x’*; R O e TS G, S S
(a) Relatlonshlp Graph Generation (b) Seed Generation and Mutation (c) Test Oracle
Evaluation Result
R I RILIZ3FCVCSIRIAEE
— - — S— e OptionFuzz 7E Z3 A CVCh WF i SMT >KRfgees [
Report 17 17 34 R KM 34 ANMEFRTE, 5 4 #4E CVE w5 (
Confirmed 10 15 25 e
Fixed : 1 20 & 2 NEfEiniD) , E IR N AR R . I R
on’t .
e — AP RLIEAL.
1: JZ3FCVCS5im iR ZE A , TN, _
2 R « FHHLAEGERIMIIINR T 5, OptionFuzz fRADAT7H 3% %41
e = eves o 7+ 100% LA E (G Z3 M 20. 1% BRAZE 45.2%)
Correctness 2 5 7
Crash 7 3 10 o PRETE FE B IRTT W UE IR TS RULABEA R R IR
Performance 1 7 8 . 2
A E% (e
% 11 4 C BICVE SR 2 R B (12K A o JELE LIM HHNEDUCR, Wb 70.11% WX S
CVE ID Symptom Type CVSS 3x T’J‘ j( ”EE' IKEF /TEE T’+ﬁ A Iﬂ%
CVE 202437794 Crash 75 High C UCB 4MERASNE AL, LB M
CVE-2024-37795 Performance 7.5 High
CVE-2024-46295 Performance - EI:/TE}I‘ 3 ﬁ:la o
CVE-2024-46296 Performance -
CVE-2024-46298 Performance -
R IV AU 72 R 1 45 R
= i Conclusion
line function line function
YinY. 20.1% 19.2% 21.0% 35.6% . Vo \ N N
STORM 21.3% 20.5% 21.9% 39.20% . OptloHFUZZ%QjU% = A B0 R EE 15 2 W)
OpFuzz 19.8% 18.7% 20.7% 38.9% 57 A VEL
TypeFuzz 20.1% 19.2% 20.1% 38.5% AT WG, ARBEI R IAH S, EmAeEIE
HistF 30.1% 27.5% 27 3% 44.6% AT = T=1R A
Ostioun‘?’uzz 45.262, 47.392 48.9 tyz 56.7 cyz 1] i 3{‘ AR =] }D/'i =l lfﬁ ?ﬁ'] )\ 7 o 'ft ﬁ ) E % A ﬁlﬁ}% IK/_’
= Ve AFIRIE S R IR TR 2 = . N _
OotionFuss. P-4 AGIE %k{)”J Z3. CVC5h5 ?kﬁ%‘& ] blmzﬂ“ﬁ i E%L—n . L E
_ _ OptionFuzz-D Seek e .
' | OptonFuzz Deepsos e L3AN R SRR (R 5 AN SR A CVE R 2 1 i F
‘]ﬂ y X ':'2/\7'7 I_JJ/ZQXZ>
3 1 2

« OptionFuzz IHILIEINK RFZIR 5 H B AR TR,

2 AL 56 IE
12 BB ] DL FH 2 FISMT 3K 45 2
HA RKEil B4 -

o8

T HP ] SRR 4t 1 s, [A) 6
SILRY, WN9miFes S5



