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» Background

® Shared libraries are widely used in software development
to execute third-party functions. ® |t is necessary to identify object files which is

referenced but not used
2. Challenge2: How to remove redundant reference?

1. Challengel: Which Reference should be Removed?

® Size and complexity of shared libraries tend to increase

for supporting new features, resulting in shared library
bloating. ® Object files with data dependency can not be safely

» Issues removed.
® Shared library bloating causes significant storage &

. . ® Some unused object files can not be removed directly due
memory wastage especially in embedded systems.

to symbol dependency.
® Code bloating in shared libraries also frequently leads to

usesecurty s,
cause security risks. D-Linker’s workflow
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Conclusion: It is necessary to customize shared library

O Unused function © Function detected by static analysis @ Function detected by dynamic analysis
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» Source Code-Level Debloating fre] " System N o ;:]'3 N EN Y
® Analyze the source code or IR O 5 o ﬁ N s - =
® |dentify unused functions . Dlinker  ©% | 3¢ [sg] Eeobjecnffm% .... hik _ —,g, @ e
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® Avoid loading unused functions at runtime e N
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» Binary-Level Debloating
® Binary analysis

il -

» Debloating protocol:

. ° . .
® Identify unused functions Analyzing the reference of object files

o o .
® Remove unused functions by binary rewriting Identifying unused object files

® Generating new shared library without unused object

files by relinking
Object-Level Source code-Level Binary-Level
Debloating(ours) Debloating Debloating » Tow Modes of D-Linker
SRS (GO N el T v N ® Normal Debloating: ® In-depth Debloating:
Runtime Support No Yes No B Preserving all dependencies of m Higher reduction
used object files effectiveness
Gadgets Reduce Above 50% Above 80% Above 50% B Absolutely complete B Using given test suites
Data Debloating Yes No No - L.eaving some unused object B Sound correctness with given
files test suites
File Size Debloating Above 40% N/A Above 20% ) .
» Solutionl: Redundant dependency analysis

® Classify the dependencies between object files into six categories and

Observation and Insight identify redundant dependencies.
» Solution2: Data dependency analysis

Our Insight: object-level de-bloating is especially suitable for Algo. T Get Fll Dependeney S nd D Dependeny. @ ObYtain the FCG with redundant
. o . . Require: Object files of a shared library O;
embedded system shared library debloating, because it strikes Boures full Jependency et 1 and s dopendency <t f€reNce removed
or ene . . 1: function DFSFINDDEPENDENCY (0, dependency) .

a balance of flexibility and debloating effectiveness. it dependoney == fullthen ® Categorize the
3: 0).a o
4: /* x is a object file referenced by o */ dependenCiES:
5: for x € fullreference(o) do
6: if v ¢ F(O) then . d .

: : : | ., fu ata dependencies
> Comparison with Source code-Level Debloating : Plopadiriey T P
0 end if B function dependencies
® It’s easier to obtain object files compared to source code b else it demendency —— data then . . _ .

12 D(o).add(o) @® Retain two kind of object files:
135 é * s adol;)ject file data re(riferenced by o */ . . .

’ e enceto) do B object files in FCG

' 16: DFSFINDDEPENDENCY (z, full) . .

: i Dlo).add(D(x) B object files data referenced

! o endfor by object files in FCG
21: end function

| , 22: for o in O do ® Modify the unused object files

! . 2 DPSFINDDEPENDENOY(s. daie d te debloated shared

! ,  obiject files of libssl 25 end for | and generate debloated share

A e - library

Object-level Debloating

libssl.so » Evaluation Results
® In-depth debloating reduced 44.9% size of shared library of

vsftpd, which was widely used in prior works.

source debloated Table 1: The Reduction of Library Total Size Table 2: The Reduced of Objects in Library
code = File size Number of object files
libssl.so Program Baseline Tailored Reduction Program Baseline TailoredJ Reduction
\ @\Q Nginx Nginx
%\\ libc 612KB 169.8KB -72.3% libc 1341 366 -72.7%
liberypto 1.8MB 265.7KB -85.3% liberypto 556 25 -95.5%
& libpcre 153.4KB  120.6KB -21.4% libpcre 22 9 -59.1%
Source Code-level Debloating lld&ld libz 117KB  59.2KB  -49.5% libz 16 5 -68.8%
Coreutils Coreutils
libc 612KB 325KB -46.9% libc 1341 464 -65.4%
1 1 1 - 1 Sqlite Sqlite
> comparlson Wlth Blnary Level DEbIoatlng gbc 612KB 170.2KB -72.1% filbc 1341 377 -71.9%
libz 117KB 88KB -25.8% libz 16 10 -37.5%
o o o oge o libreadline 379KB 370.6KB -2.3% libreadline 35 33 -5.7%
® Object-Level debloating has more reliability comparing to libneurses 395KB  13LIKB _ -66.9% libneurses 149 31 79.2%
Openssh Openssh
1 - i libc 612KB  198.9KB -67.5% libc 1341 456 -66.0%
blnary IEVEI dEbIoatlng works liberypto 1.8MB 1.7MB -5.6% liberypto 556 404 -27.3%
libz 117KB 96.8KB -17.3% libz 16 8 -50.0%
Vsftpd Vsftpd
B libc 612KB 166.1KB -72.9% libe 1341 349 -74.0%
binary ana'ysis X liberypto 1.8MB 1.5MB -16.7% liberypto 556 390 -29.9%
. libssl 406KB 375.2KB -7.6% libssl 46 38 -17.4%
libssl.so| binary rewriting x libssl.so Vsftpd(in-depth) Vsftpd(In-depth)
libc 612KB 166.1KB -72.9% libc 1341 349 -74.0%
liberypto 1.8MB 1.1MB -38.9% liberypto 5956 233 -58.1%
debug ObStaCIe X linin 406KB 288.2KB -29.1% linin 46 24 -47.8%
Alpine(in-depth) Alpine(In-depth)
libc 612KB 358.6KB -41.5% libc 1341 508 -62.1%
libcrypto 1.8MB 1.1MB -38.9% liberypto 556 233 -58.1%
reference anaIySiS \/ libssl 406KB 288.2KB -29.1% libssl 46 24 -47.8%
ks libssl.so . . . .
elinkingte ® D-Linker improves debloating effectiveness by 30%
normal binary . .
object of libss| compared to binary-level debloating
® incurs a 5% decrease in code gadgets reductioncompared
® Object-Level debloating can debloat data sections, to source-code-level debloating
making it more efficient in decreasing the size of shared
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Figure 1: Comparison with ELFtailor, baseline is Figure2:Reduced Gadgets Comparison with
the original musllibc Piece-wise, base-line is the original musllik




