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Motivation

Conclusion: It is necessary to customize shared library 
debloating for embedded systems with specific functionalities.

Limitations of SOTAs

Observation and Insight

Our Insight: object-level de-bloating is especially suitable for 
embedded system shared library debloating, because it strikes 

a balance of flexibility and debloating effectiveness.

Ø Comparison with Source code-Level Debloating

l It’s easier to obtain object files compared to source code

Ø Comparison with Binary-Level Debloating

D-Linker’s challenges

1. Challenge1: Which Reference should be Removed?

2. Challenge2: How to remove redundant reference?

D-Linker’s workflow

l Normal Debloating: l In-depth Debloating:
n Preserving all dependencies of 

used object files
n Absolutely complete
n Leaving some unused object 

files 

n Higher reduction 
effectiveness

n Using given test suites
n Sound correctness with given 

test suites 

Ø Debloating protocol:
l Analyzing the reference of object files
l Identifying unused object files
l Generating new shared library without unused object 

files by relinking 

Ø Tow Modes of D-Linker

Ø Solution1: Redundant dependency analysis

Ø Solution2: Data dependency analysis

l Retain two kind of object files:
n object files in FCG
n object files data referenced 

by object files in FCG  

Evaluation

l In-depth debloating reduced 44.9% size of shared library of 
vsftpd， which was widely used in prior works.

l D-Linker improves debloating effectiveness by 30% 
compared to binary-level debloating 

l incurs a 5% decrease in code gadgets reductioncompared 
to source-code-level debloating

Figure2:Reduced Gadgets Comparison with 
Piece-wise, base-line is the original musllibc

Figure 1：Comparison with ELFtailor， baseline is 
the original musllibc

l Classify the dependencies between object files into six categories and 
identify redundant dependencies.

Ø Evaluation Results

l Object files with data dependency can not be safely 
removed.

l Some unused object files can not be removed directly due 
to symbol dependency.

l It is necessary  to identify object files which is 
referenced but not used

Ø Source Code-Level Debloating

Ø Binary-Level Debloating

l Analyze the source code or IR
l Identify unused functions
l Avoid loading unused functions at runtime

l Binary analysis
l Identify unused functions
l Remove unused functions by binary rewriting

l Shared library bloating causes significant storage & 
memory wastage especially in embedded systems.

l Code bloating in shared libraries also frequently leads to 
return-oriented programming (ROP) gadgets that can 
cause security risks.

l Shared libraries are widely used in software development 
to execute third-party functions.

l Size and complexity of shared libraries tend to increase 
for supporting new features, resulting in shared library 
bloating.

Ø Background

IEEE Transactions on 
Computer-Aided 

Design of Integrated 
Circuits and Systems 
（ TCAD）2024

Our work Our work

lObject-Level debloating doesn’t need runtime support

lObject-Level debloating can debloat data sections, 
making it more efficient in decreasing the size of shared 
libraries compared to binary-level debloating works

lObject-Level debloating has more reliability comparing to 
binary-level debloating works
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Object-Level 
Debloating(ours)

Source code-Level 
Debloating

Binary-Level 
Debloating

Source Code Needed No Yes No

Runtime Support No Yes No

Gadgets Reduce Above 50% Above 80% Above 50%

Data Debloating Yes No No

File Size Debloating Above 40% N/A Above 20%

Our work

Table 1: The Reduction of Library Total Size Table 2: The Reduced of Objects in Library 

l Obtain the FCG with redundant 
reference removed

l Categorize the 
dependencies:
n data dependencies
n function dependencies

lModify the unused object files 
and generate debloated shared 
library 
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