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Smart-LLaMA-DPO: 强化大模型进行可解释智能合约漏洞检测

Background

Approach: Smart-LLaMA-DPO

• Security vulnerabilities in smart contracts (e.g., Reentrancy, Timestamp, 
Delegatecall, Price Oracle Manipulation) have caused huge financial losses.

Motivation
• Existing works lack comprehensive, 

high-quality datasets and struggle to 
generate accurate  explanations.

• LLMs often misinterpret execution 
order and provide inconsistent or 
superficial analysis.

Evaluation

• CPT: Large-scale Solidity contracts, deepens model’s domain knowledge.
• SFT: Expert-verified data, labels, detailed explanations, vulnerability locations 

for 4 main types + 7 machine-unauditable types.
• DPO: Trains on expert-preferred vs. suboptimal explanation pairs, maximizing 

probability of human-like, high-quality explanations.

• RQ1&RQ2: Detection Performance
• Smart-LLaMA-DPO outperforms al l 

baselines on 4 major vulnerability types 
and 7 machine-unauditable types.

• RQ3: Ablation Study
• Both Continual Pre-training and Direct 

Preference Optimization are essential.
• RQ4: Human Evaluation

• Ours generates more accurate, thorough, 
and clear explanations than baselines.

• RQ5: Real-World Applicability
• Case studies show Smart-LLaMA-DPO 

avoids false positives/negatives and 
delivers context-aware security advice.


