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I Background

» Security vulnerabilities in smart contracts (e.g., Reentrancy, Timestamp,
Delegatecall, Price Oracle Manipulation) have caused huge financial losses.
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mapping(address => ui attacks.(Incorrect)
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Explanation: The 'buylnternal’ function uses the 'call.value()' to send
Ether to an external contract, but it does so after updating the internal
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l Approach: Smart-LLaMA-DPO

* CPT: Large-scale Solidity contracts, deepens model’'s domain knowledge.

* SFT: Expert-verified data, labels, detailed explanations, vulnerability locations
for 4 main types + 7 machine-unauditable types.

* DPO: Trains on expert-preferred vs. suboptimal explanation pairs, maximizing
probability of human-like, high-quality explanations.

S/FT& DPO Data Cnnstruct\ /Cnntinual Pre-Training\ /.?.upervised Fine-Tuning\ Grect Preference Dptimizatb

o Prompt | Pre-trained LLM "~ Prompt " | Policy Model | [ Reference
Analyze this smart contract for / N Analyze the smart contract for (_0) Model (rt_ref)
reentrancy vulnerabilities: reentrancy vulnerabilities. ~ -
{contract_code} Respond with: TS S
Focus on: '1' if vulnerable R
1. call.value() usage '0' if safe from reentrancy | ' DPO Data
2, State changes after external calls ~ {contract_code}

Mistral-L . N | > - N S
i *"ge ) Continual | | Response | s
Pre-Training 0. The provided smart contract code
N\ is secure against reentrancy attacks. =
| f marked as ‘pure’, which means it
2. General Data from does not modify the state of the l’
1 mathematics, coding, contract or interact with any P ' _
[ m ‘ O \and linguistics ) \SXRER comets. 4 Optimization Objective
| \ | = 8 1o [ P WI2) ) ]
. A , maian )
LLaMA3.1 Human Judge 4 " G
JudgeWimize CPT Model SFT Model :
p ) .,"’{. ‘ | gy -
% J ﬁ"' o Vg ¢ Optimized

\ SFT & DPO Data / \ CT Mﬂdl / \ / \ |
I Evaluation
* RQ1&RQ2: Detection Performance

Mudel/

Types | Metric | Base | Base+CoT | w/o dpo | w/o cpt | w/o dpo & cpt
» Smart-LLaMA-DPO outperforms all | ™ |55 s | ssso | e | 7 | 1965
baselines on 4 major vulnerability types | ™ |5 (o | oss0 | s | ses | ocs
" " 10 Acc(%) 94.65 93.42 89.71 83.95 85.19
and 7 maChlne-unaudltabIe types. F1(%) | 88.29 | 86.21 81.75 53.01 56.10
. DE | Acc(%) | 94.12 |  94.12 93.53 93.53 91.76
* RQ3 Ablation StUdy F1(%) | 84.85| 84.85 83.08 | 83.08 78.12
_ _ _ _ MU Acc(%) 90.74 91.53 78.84 86.24 72.22
* Both Continual Pre-training and Direct Fi(%) [8341] 8519 | 7122 | 8060 | 66388
Preference Optimization are essential.
* RQ4: Human Evaluation
Correctness Thoroughness Clarity
» Ours generates more accurate, thorough, R el pba6>/

LLaMA3.1-8B | 116 201 165 579 | 42 229 332 458 | 30 204 578 249

and Clear explanations than baselines FTSmart;’kudit 101 234 161 565 | 53 167 351 490 | 41 165 454 401

iAudit 135 129 84 713 | 48 216 211 586 | 27 47 240 747

‘RQ5: Real-World Appllcablllty Ours 56 86 85 83| 9 9 225 731|2 25 469 565

Human Evaluation

. LLaMA3.1-8B | 76 303 326 356 | 70 266 457 268 | 29 212 623 197
* C a S e St U d I e S S h OW S m a rt- L L a M A- D P O FTSmartAudit | 127 234 352 348 | 126 184 523 228 | 28 165 482 386
iAudit 61 255 357 388 | 48 241 584 188 | 27 143 418 473

aVOidS false pOSitiveS/negativeS and Ours 19 181 215 646 | 18 153 346 544 | 9 48 435 569

delivers context-aware security advice.




