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AlrTaint: Making Dynamic Taint Analysis Faster and Easier
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(a) basic block

(b) Tradition DTA

(c) Instrumentations by Jee's work

Untrusted source #1 Untrusted source #2
(a.1l) Register Context Saving K .

L
lea ecx, [ebx] propagation
mov  edx,memory taint map Y
mov esi,ecx M
shr esi '3 7 Merge of two different
and ecx, 7 - tainted sources
movzx esi,word ptr[edx+esi] :

. (b.1l) Taint Status Query ([ebx]): A= /\ =]
sar  esi,cl T([ebx]) NS RTTIRIE: IRERE
and esi,0xf AZ [:,/\ Lva ‘A
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edi,reqg taint map (b.2) Taint Status Query (eax): 1?;%15\; 'ﬁq': ﬁl‘l’%
T (eax) '
[edi+0x20],esi (¢) Taint Status Calculation:
T(eax) :=T([ebx]) |T(eax)
—_— liﬁﬁ
T —2%subig %,
(a.2) Register Context Restoring E
pop  ecx iRt 65518 (I |bdft)
ry
V sub eax, [ebx] M Original Program Instruction
o
l:div dword ptr [ebx+0x8], 1:T(eax):=T(eax)|T(edx)|T([ebx+0x8]) , l:tmp,:=T(eax) | 11:T(eax):=T([ebx+0x10])|T(esi)
2:add ecx, edx | T(edx):=T(eax)|T(edx)|T([ebx+0x8]) ,  tmp,:=T(edx) : T{ehx}:=T{[eEx+gx:g]} T(es1)
T({ecx):=T([ebx+Ux1ll])
J:sub [ebx+0x8], ecx : 2:T(ecx):=T(ecx) |T(edx) : tmp,:=T(ecx) : -
(edx):=T(eax) |T(edx) |T([ebx+0x8]) |T(ecx)
4:add ebx, 0x10 | 3:T([ebx+0x8]):=T([ebx+0x8])[T(ecx) |  tmp,:=T([ebx+0x8]) | T([ebx+0x8]):=T(eax) |T(edx) |T([ebx+0x8]) |T(ecx)
5:xor edx, edx 1 4:T(ebx):=T(ebx) . 3:T([ebx+0x8]):=tmp, |tmp,|tmp,|tmp, | T([edx+esi]):=T([edx+esi])|T([ebx+0x10])
6:div ecx i 5:T(edx):=0x0 i 7:T(edx):=tmp, |tmp, | tmp, | tmp, i
T:mov ecx, [ebx+0x10] : 6:T(eax):=T(eax) |T(ecx) : T(ecx):=T([ebx+0x10]) :
8:lea ebx, [ecx+esl] : T{edx):=T(eax) |T{ecx) :11{T{ebx}:=T{ecx} T{esi) |:
9:5hl esi, 3 : T:T{ecx):=T([ebx+0x10]) : T([edx+esi]):=T([edx+esi]) T{Ecx}:
10:0r [edx+esi], ecx : B:T(ebx):=T(ecx) |T(esi) : T(eax):=T(ecx) |T(esl) : S e
ll:1ea eax, [ebx+esi] : 9:T(esi):=T(esi) : : j?[:*/\é& ‘[/‘I_‘/VAA _\ ’_
[10:T([edx+esi]):=T([edx+esi])[T(ecx)]| ! | ““ e
'11:T(eax):=T(ebx) |T(esi) | | — R % & + "
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(d) Instrumentations by AirTaint
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(a) Utilities (b) Service daemons 20] EI:LEFI“ ’ | 2 1 6 : 3'f|—\ﬁ‘
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CVE-ID Program Vulnerability Type Source Point Sink Point x86 x86-64 EIZ :J? ¢ 8 6 X8 6 64 -
CVE-2019-8343 NASM 2.14.02 use-after-free preproc.c:5165 preproc.c:900 v v I—

CVE-2019-20352 NASM 2.15rcl heap-buffer-overflow preproc.c:1335 preproc.c:387 v v EI/J / RRJ { n 1; AVA { ) J

CVE-2018-11575 ngiflib 0.4 stack-buffer-overflow git2tga.c:95 ngiflib.c:524 v v

CVE-2019-16346 ngiflib 0.4 heap-buffer-overflow git2tga.c:95 ngiflib.c:123 v v ‘_‘ ; ] /L —[ﬂ—[, Al rTa | nt
CVE-2018-19655 dcraw 9.28 stack-buffer-overflow dcraw.c:885 dcraw.c:8342 v v o
CVE-2021-3624 dcraw 9.28 integer-overflow dcraw.c:3197, 3198  dcraw.c:3221 v v " /f E ﬁ}: E/] jj {;E ‘I‘I:A \
CVE-2018-6612 Jhead 3.00 integer-underflow jpgfile.c:159, 160 exif.c:1034 v v i el -
CVE-2020-26208  Jhead 3.00 heap-buffer-overflow  jpefile.c:159, 160 jpgfile.c:286 v v B % IjI[J EIZ :J: = 3:‘ 7[:/:]
CVE-2017-1000074  Gravity 0.2.6 stack-buffer-overflow gravity.c:187 gravity_core.c:1595 v v A AR 7]
CVE-2017-14408 MP3Gain 1.5.2 stack-buffer-overflow mp3gain.c:1778 layer3.c:1255 v v

CVE-2019-7629 TinTin++ 2.01.6  stack-buffer-overflow update.c:228 parse.c:771 v v

CVE-2018-6789 exim 4.89 heap-buffer-overflow get_data.c:34 b64decode.c:156 v v h . Iith m/ T CA-
CVE-2020-19143 LibTIFF 4.0.10 global-buffer-overflow  tif_unix.c:169 tif_dir.c:1116 v v O ttpS //g t : b L / C
CVE-2018-18557 LibTIFF 4.0.8 heap-buffer-overflow tif _jbig.c:63 tif jbig.c:101 Vv Vv 1S CAS/AI_[ AL ’
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