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Systematic Recovery Testing for Distributed Systems is Challenging

 Distributed systems have become the 

backbone of Internet applications.

 Distributed systems face numerous 

fault scenarios

Where to inject faults?

When to inject faults?

What faults to inject?

Overview

 FaultFuzz: a coverage-guided fault injection tool to test distributed systems 
◼ Fault injection point: I/O point

◼ Fault types: crash, reboot, network disconnection, network reconnection
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Approach

 Fault sequence generation/mutation Information collection

@Inject

public void send(...){...}

Application-level I/O points JRE-level I/O points

write(int b){

TriggerAndRecord(); ...}

I/O information Fault information

• Node id

• Call stack

• Timestamp

• Destination (file path or 

connected node ID)

Fault injected on this point

Coverage information

Code coverage of this test
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 Fault injection testing
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Can I execute now?
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UI with Appsmith

 FaultFuzz architecture  Screenshot
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