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学术论文

仿效熟知之物：一种针对LLM工具学习
系统信息窃取攻击的动态指令生成方法

1.1 Challenges

1.2 Contribution

2.1 AttackDB Preparation 2.2 Mimicking the Familiar

• Goal: Learning key information from open-source 

systems that relate to the information-theft attack.

• Attack: Collect 𝒯𝑣𝑖𝑐𝑡
𝐴 , 𝒯𝑎𝑡𝑡

𝐴 , then inject the command 

into open-source systems.

• AttackDB: Five-array Tuple ⟨𝒯𝑣𝑖𝑐𝑡
𝐴 , 𝒯𝑎𝑡𝑡

𝐴 , 𝐶𝐴, 𝑅𝐴, 𝐺𝐴⟩.

• Goal: Using key information in AttackDB to 

design targeted commands and attack black-box 

system.

• Rewards: Info-theft Rewards & Sentiment Score.

• RL Optimization: 

3.1 Performance of AutoCMD

3. Experiment Results

3.2 Defense Methods of AutoCMD

DAST

1. Background & Motivation

2. Methodology

With the development of LLM agents, information-

theft attacks pose a significant risk to LLM tool-

learning systems.  Some Adversaries may inject 

malicious commands through compromised tools, 

manipulating LLMs to send sensitive information 

to these tools. However, two challenges remains:

• Challenge-2: 

• Challenge-1: Attack approaches are black-box.

It rely on static commands that 

cannot adapt flexibly to the changes in toolchains. 

• AutoCMD, a red-teaming approach that dynamically 

construct commands for black-box systems. 

• Defense Method for the AutoCMD’s attack results.
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